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INTRODUCTION 
ECTARC is committed to safeguarding the privacy and personal information of employees, contractors, students, children and their families responsibly, transparently and in compliance with the Australian Privacy Principles under the Commonwealth Privacy Act (1988). 

 ECTARC have processes in place to ensure that we collect, use, disclose, store and protect information in accordance with State and Commonwealth legislation. ECTARC pursues the highest standard in protection and preservation of privacy and confidentiality. 

PURPOSE
The Purpose of this policy is to provide information about:
· The personal information that ECTARC collects;
· How we handle that information, including how we use and disclose it; and
· How you can access your personal information or make a complaint about our handling of the information.

‘Personal information’ is defined in the Privacy Act as:
· Information or an opinion about an identified individual, or an individual who is reasonably identifiable: 
(a) whether the information or opinion is true or not; and 
(b) whether the information or opinion is recorded in a material form or not.

The Privacy Act only applies to the collection of personal information by us for inclusion in a document, in an electronic device or other device, or in a generally available publication. 
The personal information we collect includes: 
· contact details (such as name, address, email and telephone numbers); 
· biographical data (such as date and place of birth, and gender); 
· financial information (such as bank details); 
· occupational and employment histories, and 
· family background and investment information (such as shares held and trades made).

‘Sensitive information’ is a class of personal information which requires greater protection under the Privacy Act. ‘Sensitive information’ is defined in the Privacy Act as:
(a) information or an opinion about an individual’s:
I. Racial or ethnic origin; or
II. Membership of a political association; or
III. Religious beliefs or affiliations; or
IV. Philosophical beliefs; or 
V. Membership of a professional or trade association; or 
VI. Membership of a trade union; or 
VII. Sexual orientation or practices; or 
VIII. Criminal record; 
(b) That is also personal information; or
(c) Health information about an individual; or
(d) Genetic information about an individual that is not otherwise health information; or 
(e) Biometric information that is to be used for the purpose of automated biometric verification or biometric identification; or
(f) Biometric templates.

Sensitive information that we collect includes information about: 
· Criminal records, and
· Racial and ethnic origin.
· Health information about an individual
· Genetic information about an individual that is not otherwise health information



This policy has been written to prevent misuse of personal information related to our clients and employees and to ensure that information is managed in an open and transparent way. Protecting the privacy of personal and sensitive information collected by our organisation and the need for confidentiality is fundamental to ECTARC in providing quality services.


SCOPE
This policy applies to all ECTARC employees, contractors, Board members, and visitors.

A	COLLECTION, ACCESS AND STORAGE OF INFORMATION
Privacy Principles
ECTARC manages personal information in accordance with the Australian Privacy Principles (APPs) contained in the Privacy Act 1988.
ECTARC is committed to:
Open and transparent management of personal information.
 Collecting only information that is reasonably necessary for our functions and activities.
Using and disclosing information only for authorised purposes.
 Maintaining accurate and current information.
 Protecting information from misuse, interference, loss and unauthorised access.
 Providing individuals with access to and correction of their personal information.
information COLLECTED BY SERVICE TYPE
ECTARC collects personal and sensitive information in relation to:
Employment and Governance 
Employee records
Contractor records
Volunteer and student records
Board Director Records
Education and Care Services 
Children and families
Enrolment information
Medical information, Health and Immunisation 
Disability, inclusion and support information
Financial details 
Legal information 
Attendance records 
Family Assistance information for Child Care subsidy




Training Services
Student enrolment records
Unique student identifier (USI)
Assessment evidence and outcomes
Traineeship records
Funding information 
Purpose of Collection
ECTARC collects and holds personal and sensitive information about children and their families, students, employees, contractors, volunteers, board members, website users and members of the community. that is reasonably necessary and directly relates to our primary function as a provider of Early Education and Care Services and as a Registered Training Organisation.  
ECTARC will not use or disclose personal information other than for the purpose for which it was collected, except where consent has been provided, the disclosure is directly related to ECTARC's functions and activities, or where otherwise authorised or required by law.
Collection of Information 
ECTARC will:
Ensure that each family, employee, student, contractor, volunteer and board member is informed of ECTARC’s Privacy and Confidentiality policy.  
Ensure that each family, employee, student, contractor, volunteer and board member is provided with a privacy collection statement upon commencement, that includes details about how they can access or correct their personal information, and how to make a complaint about a breach of privacy, if one occurs. 
Only collect Information for a lawful purpose that is directly related to one of its functions or activities, and only if the collection is reasonably necessary for that purpose. ECTARC must not collect Information by any unlawful means.
ECTARC must, in collecting Information, collect the Information directly from the individual to whom the information relates, unless:
the individual has authorised the collection of their Information from someone else; or
in the case where a person is under 16 years of age, the Information is provided by the parent or guardian of the person
All ECTARC employees, board members, students, and volunteers undertaking work placement are required to sign a Disclosure of Information form. This form confirms their understanding of the policy, which emphasises that any information they become aware of regarding children, families, students, or employees must remain confidential and must not be shared with third parties, except where disclosure is required by law.
ECTARC must take such steps as are reasonable in the circumstances (having regards to the purposes for which the information is collected) to ensure that the Information collected is relevant to that purpose, is not excessive, and is accurate, up to date and complete and does not intrude to an unreasonable extent on the personal affairs of the individual to whom the information relates.
Ensure that all personal information held by ECTARC for staff members, board members, volunteers, and students is accurate and up to date. This includes details such as qualifications, required employment checks, criminal history checks, staff entitlements, contact and emergency information, health and immunisation records, and any relevant medical or legal documentation. It also encompasses any other personal information collected by ECTARC.
Ensure that information collected from families, employees, students, contractors, board members, and the community is always maintained in a private and confidential manner.
Ensure that such information is not divulged or communicated (directly or indirectly) to another person other than in ways in which ECTARC is legally obliged to do so.
Ensure that employees who work across or visit ECTARC sites do not disclose confidential information between the locations about, the education and care service, ECTARC office, management information, other employees, students or children and their families.
Provide families and students with information upon enrolment on the complaints and feedback procedure if any privacy or confidentiality procedure has been breached. Individuals can make a complaint to ECTARC if they believe there has been a breach of their privacy in relation to the privacy principles. 
Ensure that information provided by families, employees, students and board members is only used for the purpose it was collected for.
Child safety and mandatory reporting 
ECTARC recognises that the safety and wellbeing of children is paramount. Personal information may be collected, used and disclosed where necessary to identify, prevent or respond to concerns about a child's safety, wellbeing or risk of harm.
Information relating to child safety concerns, wellbeing concerns, risk of harm, or mandatory reporting matters will be shared in accordance with relevant legislation and child protection requirements while maintaining the privacy and dignity of children and families wherever possible.
Website and online information collection 
ECTARC may collect personal information through its websites, online forms, email communications and other digital platforms. Information may be collected when individuals:
Make an enquiry
Apply for enrolment
Register for training, workshops or events
Submit an employment application
Subscribe to communications
Complete surveys or online forms
ECTARC uses this information to respond to requests, provide services, administer enrolments and registrations, assess employment applications, communicate with stakeholders and meet legal and regulatory obligations.
ECTARC websites may use cookies, analytics tools and system logs to improve website functionality, monitor performance and maintain security.
Information may also be collected through website analytics tools and cookies, including information about website usage, browser type, device information and pages visited.
Where third-party providers are used to manage online services, ECTARC will take reasonable steps to ensure personal information is protected in accordance with privacy legislation and this policy.
Use of information and digital systems 
ECTARC may use approved artificial intelligence (AI) tools within its systems to support transcriptions, summaries and administrative tasks. 
Personal information, sensitive information, confidential information, child records, employee records and student records must not be entered into public or non-approved AI tools unless the tool has been specifically approved by ECTARC for that purpose and the use is authorised.
Where approved AI tools are used, ECTARC will take reasonable steps to ensure personal information is collected, stored, used and disclosed securely and in accordance with this Privacy Policy, applicable privacy legislation and ECTARC's information management requirements.
Access, Accuracy and Amendment of Information
Where ECTARC holds personal information, ECTARC must not use the Information without taking such steps as are reasonable in the circumstances to ensure that, having regards to the purpose for which the Information is proposed to be used, the information is relevant, accurate, up to date, complete and not misleading.
ECTARC will ensure that information is not divulged or communicated, directly or indirectly to anyone other than:

Medical and developmental information that is required to adequality provide education and care for a child enrolled at an ECTARC education and care service.
Government departments, regulatory authorities and statutory agencies where required, authorised or permitted by law for the purposes of funding, regulation, child protection, safeguarding, education, health, disability support or service delivery.
Parents of a student younger than 18 years who is enrolled with ECTARC training services. Where a student is over 16 but younger than 18, they should be approached for permission to release information. If permission is refused, the Training Services Manager, in conjunction with the CEO, should make a final decision. 
The employer of an apprentice or trainee   who has the contractual right to receive personal information and information regarding the progression of their employee’s studies. Employees of fee-for-service students or other funded students under government initiatives other than traineeships and apprenticeships cannot be provided with any personal information regarding their employee. 
Or as permitted or required by any act or law.
ECTARC must respond to enquiries from an individual as to whether it holds that individual’s Information including the nature of the Information, the main purpose for the ECTARC’s use of that Information and any rights of access to it.
Individuals will be allowed access to their personal information as requested. Individuals must request this information in writing from the nominated supervisor and/or ECTARC management. 
Storage of Information 
ECTARC will ensure that all personal information is securely stored to ensure that it is protected from misuse, interference and loss. We will ensure that:
All relevant personal information pertaining to children, families, students, contractors, ECTARC employees, and board members will be held on an electronic data base maintained by ECTARC or on the secure server of an IT service provider used by us. This information is only accessible by persons authorised by ECTARC. 
Images, videos, and digital records of children will only be captured, stored, accessed, and shared in accordance with service authorisations, child-safe practices, and ECTARC’s Digital Technology and Child Safe Environment policies.
Ensure that electronic files stored and /or accessed on ECTARC computer systems are password protected to prevent unauthorised access.
ECTARC may utilise cloud-based software providers to support service delivery and business operations. Reasonable steps will be taken to ensure service providers maintain appropriate privacy, confidentiality and security standards.
Original information on children, families, students, contractors, ECTARC employees, and board members provided in paper form or by way of notes made by our staff, will be kept in safe and secure storage under restricted access.
Personal information will be restricted to only those ECTARC employees who have an explicit need to know.
ECTARC employee records are maintained at Head Office by our administration, human resources and payroll team’s.
notifiable data breaches 
Under the Notifiable Data Breaches (NDB) scheme, organisations and agencies subject to the Privacy Act 1988 must notify the Office of the Australian Information Commissioner (OAIC) and affected individuals when an eligible data breach is likely to result in serious harm to any individuals whose personal information is involved.
An eligible data breach occurs when there is unauthorised access to, unauthorised disclosure of, or loss of personal information held by the organisation, and this is likely to result in serious harm to one or more individuals
Where ECTARC becomes aware of an eligible data breach likely to result in serious harm, ECTARC will:
Contain and assess the breach, including conducting a reasonable and expeditious assessment (within 30 days where possible) of whether there are reasonable grounds to believe an eligible data breach has occurred.
Investigate the circumstances of the breach and the kinds of information involved.
Notify affected individuals where required, including providing recommendations about steps they should take in response to the breach.
Notify the Office of the Australian Information Commissioner as soon as practicable where required by law, using the OAIC’s Notifiable Data Breach form or other prescribed method.
 Implement corrective actions to reduce the risk of harm and to prevent recurrence, including reviewing relevant practices, procedures and systems for securing personal information.





Privacy complaints
ECTARC is committed to ensuring personal information is managed in accordance with this policy and applicable privacy legislation. Individuals who believe their privacy has been breached, or who have concerns about how their personal information has been collected, used, disclosed, stored or managed, may make a complaint to ECTARC.
ECTARC will:
Treat all privacy complaints seriously and confidentially.
Acknowledge receipt of the complaint as soon as practicable.
Investigate the complaint in a fair and timely manner.
Take reasonable steps to resolve the complaint and prevent recurrence where appropriate.
Provide a written response outlining the outcome of the investigation.
Privacy complaints should be submitted in writing to ECTARC Management.
If an individual is not satisfied with ECTARC's response, they may refer their complaint to the Office of the Australian Information Commissioner (OAIC) or other relevant authority.

B	RELATED DOCUMENTS 
Legislative Applications 
· Commonwealth Privacy Act (1988)
· NSW Privacy and Personal Information Protection Act 1998 (PPIP Act)
· NSW Health Record and Privacy Information Act (2002)
· NSW Children and Young Persons (Care and Protection Act) (1998)
· Children (Education and Care Services) National Law
· Education and Care Services National Regulation 2011.
· Children (Education and Care Services) Supplementary Provisions Act 2011 and the Children (Education and Care Services) Supplementary Provisions Regulation 2019.
· National Vocational Education and Training Regulator Act 2011
· Standards for Registered Training Organisations (RTOs) 2015

Policy documents 
· Records Information Policy
· Administrative Record Keeping
· Data handling and Privacy Policy
· Disclosure of Information Form 
· Employee Privacy Collection Statement 
· Family and Child Privacy Collection Statement 
· Student and Professional Learning Privacy Collection Statement 



C	VERSION CONTROL
	Version Control
	Date Released 
	Next Review 
	Approved by
	Amendment 

	1
	July 2026
	July 2027
	Board of Management 
	Name of policy changed from Privacy and Confidentiality Policy to Privacy Policy. 
Policy updated to align with the Australian Privacy Principles (APPs). 
New provisions included for Notifiable Data Breaches, Artificial Intelligence (AI), child safety information and sharing.
Website and online information collection requirements incorporated.
Privacy Collection Statement replaced with three separate statements 



Illawarra Area Child Care trading as ECTARC 
2
Illawarra Area Child Care trading as ECTARC 
